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diunaudrrisu WINDOWS SERVER 2003

1. n158519 CSR (Certificate Signed Request)

1.1 T Internet Information Service (IIS) igAivainas Web Sites waza@nuini

]
ga v

Suladdiaonis (ludiatnvda Default Web Site) anniiuidan “Properties”

) eh Sikes | |
Default web Site
__| Web Service Extensic
(-5 Default SMTP Yirtual s 2RE0

- % Domains Permissions
------ € Current Sessions  Browse

Explare

Stark

Skop

Pause

= 3
All Tasks »

Tew Window From Here

Delete
Rename
Refresh

I Properties I

Help

1.2 (8anuviu “Directory Security”

demo.ksc.net (Stopped) Properties

[Directory Security] | HTTP Headers | Custom Errors | BITS Server Extension | ASP.NET |
web Site Performance | ISAPIFikers | Home Directory | Documents

Web site identification
Degeription: | dema.ksc.net|
IP address: | (All Unassigned) :I Advanced... |

TCP port: |Bﬂ S50 port; | 443

Connections
Copnection Himeout: | 120 seconds
[V Ensble HTTP Keep-alives

IV Enable logging
Active log Format:

|W3C Extended Log File Format x| Properties... |
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1.3  lusiuuay Secure Communications 1vinani “Server Certificate”

Default Web Site Propetrties H

\iWeb Sike | Performance I ISAPI Filkers I Horne Directary I Documents
Directory Security |HTTP Headers | Custom Errars | BITS Server Extension | ASP.MET

r~ Authentication and access contral

Enable anonymous access and edit the
w authentication methods for this resource.

e

r~IP address and domain name reskrickions

@ Grant or deny access ko this resource using

IP addresses or Internet domain names,
Edit... |

—Secure communications

Require secure communications and 5 Certificat
enable client certificates when this 26MEr Lertricate. .

resource is accessed. ) n
View Cerkificate, ..

Edit... |

Ok Cancel | Apply | Help |

1.4  syuuazilaniinegy Web Server Certificate Wizard funn adn “Next” uila
RIS TR

Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server
@ Cenrtificate Wizard

This wizard helps pou create and administer zerver
certificates used in secure Web communications
between pour server and a client.

Status of your Web Server:

Your'Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate Wizard will help you to create a new
certificate for this Web Server or attach to an
exisgting certificate.

To continue, click Mest.

< Back Cancel
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1.5 & mFunrsasie Certificate Signed Request azdagidaniiiitia “Create a new
certificate” uazndn “Next” (Wastliunssia

IIS Certificate Wizard [ %] l

Server Certificate
Theze are the methods for azsigning a certificate to a'web sike.

Select the method you want bo uze for this web zite:

( Assign an existing certificate
= Import a certificate from a Key Manager backup fle.
" Impart a certificate from a pfs fle

" Copy or Move a certificate from a remote server zite bo this gite.

¢ Back I Mest > I Cancel

1.6 &aniiwifia “Prepare the request now, but send it later” annifunén
“Next” tivastliuniseia

IIS Certificate Wizard
Delayed or Inmediate Request

“ou cah prepare a request to be zent later, or you can send onhe
immediately.

Do pou want to prepare a certificate request to be sent later, or do you want to send it
immediately to an online certification authonty?

¥ {Prapare the request now, but send it late

| Send the request immediately to at online certifization autharity

< Back I Mext » I Catcel
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1.7

1.8

115 Certificate Wizard
Mame and Security Settings
Your new certificate must have a name and a specific bit length.

Type a name far the new certificate. The name should be easy for pou to refer to and
remember.

I ame:

IHemo.ksc.nel

The bit length of the enciyption key determines the certificate’s enciyption strength.
The greater the bit length, the stronger the security. However, a greater bit length may
decreaze performance.

Bit length: |2U48 vI

[ Select cryptographic service provider [CSF) far this certificate

¢ Back I Mest > I Cancel

115 Certificate Wizard

Organization Information
“r'our certificate must include information about your organization that
dishinguishes it fram ather organizations.

Select or type your organization's name and pour orgarizational unit. Thig iz wpically the
legal hame of waur arganization and the name of your divizion or departrment.

Far further information, consult certification authority's 'Web site.

Organization:
| KSC Commercial Intermet Co. Ltd j

Organizational unit:

IInfDrmation Technology -

< Back I Mest » I Cancel

syyftauag Certificate (Magldidrodelusyuu Certificate was Windows) luzas
Name uavszyauauadnisidinswa (Encryption Bit length) luzag Bit length 4
2048 Bit dunsidinavduasgiuluilagiiu  (ligagidan Select cryptographic
service provider (CSP) for this certificate) aniiun&n “Next” wadfiunissa

vinnssryiaavdnsuasniavunagldasngiliau Certificate Tutay Organization
way Organizational unit anniluadn “Next” tivadLiiunisea
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1.9  vimsssyffaawieiiagldaoneifiou Certificate luzas Common Name anniiu
Adn “Next” tivasdtiiunisea
IS Certificate Wizard

Your Site's Common Mame
our *eb site's common name is its fully qualified domain name.

Type the commaon name for your site. If the server iz on the Internet, use a valid DMNS
narme. | the server iz on the intratet, you may prefer to uze the computer's MetBI0S
name.

If the common name changes. you will need to obtain a new certificate.

Comman name:

demo.ksc.nel]

< Back I Mest > I Cancel |

winewin: daawie (Common Name) Aa fafagldsunisiusasainnne CA (Certificate Authority) Fufludia
nlasunsasnadeulidu  Certificate NlddaavTivuidsniias Taadnfiaziinmstinauuy 1-¢a-1 winilu
antiu Certificate dszian Wildcard uaz SAN (Subject Alternative Name) dvazéiadsyivanufanarauniilu
NLAL

1.10 vihmsszuftafidenasasdns  (Country/Region,  State/Province  uay
City/Locality) nazldasnsidau Certificate, anniiuadn “Next” iinasdLiiunisea

Geographical Information
The certification authority requires the following geographical information.

Country/Region:
|TH [Thailand] |

State/province:
IBangkok j
Citylocality:

[Laksi hd

State/province and City/locality must be complete, official names and may not contain
abbrewviations.

< Back I Mest > I Cancel
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1.11  vinmsszusinunioaglilunisiiy CSR W& annifundn “Next” iasfiunsea

IIS Certificate Wizard E3

Certificate Request File Hame
“our certificate request iz saved az a text file with the file name oo
zpecify.

Enter a file name for the certificate request.

FEile name:

o hdema. ks ret-20w b Browse. . |

¢ Back I Ment » I Cancel

1.12 anagauanugndaduaviiaya  annfuadn  “Next” lasfiunisda  uazmln
“Finish” falla Web Server Certificate Wizard Aifluduigda&udiiunaunisasny
CSR

IIS Certificate Wizard B3

Request File Summary
“ou have chozen to generate a request file.

To generate the following request, click Nest,
File name:  c:‘demo.ksc.net-20ux. tat

“our request contains the following information:

lzsued Ta demo.ksc.net
Friendly Mame demo.kzc.net
Country/Region TH
State / Province Bangkaok
City Lakzi
Organization KSC Commercial Intemet Co.,Ltd
Organizational Lnit Infarmation Technology
¢ Back Cancel
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finatinvaas CSR

————— BEGIN NEW CERTIFICATE REQUEST---—- << azi3uéae Begin CSR¢cn2UIiEKgiM
Ehgl8bWAwWSYQZLsouPnLcIVBipdZb/t1NIUOxfNFfsgEpK1AIWIXTY3i5A4korVN
n0/AeJuB8]G7sAgnr9cN53t26YsUjHKw10YXUIM+0iGF6FHUIW98rTW4VEp40HrY
EQkMO5VObF9IqgIBsCtcrSg8mTIpT6xxbcQR5mNVNybCPXgjSrMxS

————— END NEW CERTIFICATE REQUEST----- << agila@aa END CSR
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2. n1sdindgelna Certificate

2.1  %u Internet Information Service (IIS) WigATWainas Web Sites waza&nuinii

Sulardidasnis (ludiatneda Default Web Site) anniiuidan “Properties”

___J Web Service Extensic
%% Default SMTP Virtual ¢

[ % Darnains

------ € Current Sessions

2.2 danunu “Directory Security”

demo.ksc.net (Stopped) Properties

Directory Security] | HTTP Headers | Custom Errors | BITS Server Extension | ASP.NET |
‘Web Site Performancs | IS&PT Filkers | Hore Dirsctory ]

‘Web site identification
Degcription:

IP address:

TCP port:

‘Connections

¥ Enable logging
Active log Format:

Explare
Qpen
Permissions
Browse

Start
Stop
Pause

=] 3
all Tasks 3

M \Windaw From Here

Delete
Rename
Refresh

Properties |

Help

| demo.ksc.net|

| (Al Unassigned)

s

S50 port; | 443

Copnection Himeout: 120 seconds

[¥ Enable HTTP Keep-alives

[#3C Extended Log File Format

ﬂ Properties... |

Documnents

~| advanced... |
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2.3 luaunay Secure Communications 1vinanii “Server Certificate”

Default Web Site Propetrties H

\iWeb Sike | Performance I ISAPI Filkers I Horne Directary I Documents
Directory Security |HTTP Headers | Custom Errars | BITS Server Extension | ASP.MET

r~ Authentication and access contral

Enable anonymous access and edit the
w authentication methods for this resource.

e

r~IP address and domain name reskrickions

@ Grant or deny access ko this resource using

IP addresses or Internet domain names,
Edit... |

—Secure communications

Require secure communications and 5 Certificat
enable client certificates when this 26MEr Lertricate. .

resource is accessed. ) n
View Cerkificate, ..

Edit... |

Ok Cancel | Apply | Help |

2.4  syuuauileniingny Web Server Certificate Wizard 4uun a&n “Next” iia
ALduUNITE

Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server
@ Certificate Wizard
Y

Thiz wizard helps you create and administer server
certificates uzed in secure Web communications
between your zerver and a client.

Stabuz of your Web Server

You have & pending certificate request. Certificate
Wizard will help pou to process the responze from a
Certification Autharity or to remove this pending
request,

To continue, click Mext.

Cancel
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2.5 \daniiviia “Process the pending request and install the certificate” (ia
vinnsiince'lWa Certificate (W3aLdan Delete the pending request Tunsdiinag
antdn CSR Nldfagilaqiiu) anndumdn “Next” iadtiiunisea

IIS Certificate Wizard

Pending Certificate Request

A, pending certificate request iz a request bo which the certification
authority has not yet responded.

A, certificate request iz pending. *hat would you like to do™?

% Process the pending request and install the certificats

" Delete the pending request

¢ Back I Hest > I Cancel

2.6 szuﬁ'auazsﬁ’nmﬂwaoiﬂa‘ Certificate luzias Path and file name anifundn
“Next” tiNasdtfiunisea

115 Certificate Wizard
Proces: a Pending Request

Process a pending certificate reguest by retrieving the file that contains
the certification authority's responze.

Enter the path and file name of the file containing the certification authonity's responze.

PFath and file name:

c:hdemo-test. ced Browse... I

< Back I Mext = I Cancel
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2.7 alWa Certificate ﬁuqnéaa syuuagliisyy SSL Port (ﬁugmazaqﬁ Port 443)
nTuadn “Next” tWasLiiunissa
IIS Certificate Wizard

° SSL Port
Specify the 551 port for thiz web site.

S5L part this web site should use:

fr

< Back I Mest = I Cancel

2.8 amadaumugndavuadtaya  ntuadn “Next” fasufiunissda uave@n
“Finish” Aalla Web Server Certificate Wizard Aifluduigsagudunaunisaiig
CSR

IIS Certificate Wizard _|

Certificate Summary
“r'ou have choszen to install a certificate from a responze file.

Ta inztall the following certificate, click Mest.
File name: c:hdemo-test.cer

Certificate details:

lssued To demo.ksc.net

lzzued By IEAD0T -y

Espiration [ ate 28/6/2554

Intended Purposze Server Authentication

Friendly Mame demo.ksc.net

Country/Region TH

State / Province Bangkok

City Laksi

Organization KSC Commercial Internet Co. Ltd
Orgarizational 1 it Infarmation Technolagy

Cancel |

winewie: Tu Certificate unvad vinuswilugiavdinde Intermediate Certificates Goualvidutiayaannnie CA
TiGausas Livdudund) Certificate anaaglianusavinuldadnognsag
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