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YOLII' Apps Manage Splunk
Apps
Search
> 2 Searches and reports
The Search app is Splunk’s default interface for searching and analyzing IT data. It allows
you to index data into Splunk, add knowledge, build reports, and create alers. The & Other configurations,

Search app can be used across many areas of IT including application management
operations management, securty, and compliance

KsC Need help?

™ Asimple template app that can be used ta wni app. It provides a basic Ul | Getting started tutorial

nd Searches & Reports. All

win the Dashboards [ What's new in this releasa
me of view: isted und i y es that belong L P ke
menu, all otherviews isted unde Il saw i es ha.l elong to your app Splunk documentation
will be listed under Searches 8 Reports, saved searches that contain the term report in

the name will be shown under the Reports submenu Splunk answers

Dontwantto see this screen? Change your default settings in Manager.
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Manager Alerls | Jobs | Logout

Gelting started
Home
Search

Manage apps...
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splunk> Home » Add Data
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%&*% [+ A+(% +4,/%262 %/ %&'( 4,+3< (63:63 *$2:® .+ %&6 )6*$( %/ (%*3%
(6*35&'$8 %&'( 2*%*

Summary Actions =

All lime - il
=
|

This lsls all of the data you have loaded inlo your defaull indexes
Evenis indexed Earliest evanl Lates! sveni
64,972 02/08/2011 00:07:00 0211472011 23.59:34

SOUFCE = Counl = Last Update =

1 13
sourcelype Count = Last Update * host * Count = Last Update *

&6 )6%3'5( 2'(4,%.62 /$ %&'( 2*(&:/*32 *36 86$63*% 62 ;. (*:62 (6*35&6( %&*% 3+$
68'$29%8&69(56$6( =&6$6:63 ./+ *556(( *$2 36,/*2 %E&( 4*86

!
&6 6*35& *44,'5*%'($ '$5,+26( )*$. 2'11636$% 2*(& ;/*32( *$2 '6=( "I3 $/=- ./+
36%,,. 1$,. $662 %/ <$/= *:/1+% %=/ /1 %&B)?

'22 61 =&636 ./+ *36 $/=
"1 =&636 .+ =", 2/)I(% /1 /+3 (6*358'$8

(6%&6"' | " 2 %/ ,/5*%6 *$2 *556(( %&6 2'11636$% :'6=( 'S %&6
*44,'5%9'$  &6$ J+ 5,5< I$ %86 ,'$<(- ‘% Y%*<6(./+ %/ %&6 36(465%" 6 2%(&:/*32( /3
36136(&6( %&6 4*86 '1 ./+036 *,36*2. %&636
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" | %33 *1

"/ @)3 1 (%( %, 11 .J+3 (*:62 (6*35&6( *$2 364/3%(
' 2 351 6$%;,6( ./+ %/ %.46 '$ ./+3 (6*35&
*$2 (6,65% 2'11636$% %')6 3*$86( /:63 =&'5& %/ IBB68:6$%(
% A 31 2'(4,*.( )6%3'5( *:/1+% ./+3 '$26@62 6:6$% 2*%*
=&'5& '$5,+26 %&6 %/%*, $+);63 /1 6:6$%( ./+ &*6 $ ./+3 '$26@D6(E *$2 %&6
9%)6(%*)4( /1 %&6 6*3,'6(% *$2 ,*%6(% '$26@62 6:6%95,(/ %6,,( ./+ =&6%$ %&'(
2+05% =*( *(% 36136(&62 D/3 =&6$ ./+ *(% 36,/*26 268" ( 2*(&;/*32E
"1 31 2'(4,*.( %&6 %/4 (/+356( 13/) %8&6 2*%* /$ /8  63:63
' /63 3 1 2'(4,*.( %&6 %l4 (J+356 %.46( 13/) ./+3 2*06*

1 2'(4,*.( %8&6 %4 &I(%( 13/) .J+3 2*%%*

0/ "

*<6 *5,/(63 ,//< *% %&6 '22 6 2*(&;/*32

source = Count = Last Update =

sourcetype ¥ Count & Last Update = host = Count = Last Update =

Summary Actions -

All time Wl

This lists all of the data you have loaded into your default indexes. Add more data.

Events indexed Earliest event Latest event
108,977 May 31, 2011 1:26:55 AM Aug 3, 2011 3:17:30 PM

Count =

udp:514 108,977

ourcetype * Count * Last Update %
syslog 108,977 08/032011 15:17:30

Last Update =
08/03/2011 15:17:30

host * Count ¥ Last Update =

203.195.100.5 108,977 0&/03/2011 15:17:30
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*504''%. &6 %')6,'$6 /4%'/$( *36 ,/5*0662 *:/:6 %&6 %')6,'$6 I+ 5*$ 7//)'$-

7I0) 1+%- *$2 5&*$86 %&6 (5*,6 /1 %&6 58&*3%

> 21 6 )6$%'/$62 :61/36 %&*% =&6$ [+ '$26@ 2*%*- 4,+$< ;.
261*+ % *+06/)*%'5*,,. 365/8$'76( *$2 6@%3*5%( BUI$ 13/) ./+3 2*%* %&*%
'( 1/3)*9%%62 *( $%)6 *$2 *+6 4*3(- =&'5& =6 5%,  1'6,2( &6$ .+ 3+$ *
(6*35&- 4,+$< ,'(%( *,, 11 %&6 1'6,2( '% 365/8H(76 %&6 "6,2( )6$+ $6@% %/

1+3 (6°358 36(+,%( [+ 5% (6,65% /%&63 1'6,2( Yfl/='$ ./+3 6:65%(

o '/ *36 1'6,2( %&*% *36 (6% %/ ;6 :'(;,6 '$ ./[+3 (6*B&

36(+,%( . 261%+,%- &/(%- (/+356- *$2 (/+356%.4636 (8&/=$
0 *36 /%863 1'6,2( %&*% 4,+$< &*( 6@%3*5%62
13/) J+3 (6*35& 36(+,%(

o > /"6 '( *$ I$B/11 (='%5& *% %&6 %/4 /1 %&6 "6,2( )6$+
4,+$<0( 261*+,% (6%%'$8 '("'6,2 2'(5/:63. /$ 1./+ =*$% %/ (4662 +4
J+3 (6*35&- J+ 5*$ %+3$ "'6,2 2'(5/:63. /11- *$2  4,+$< =',, 6@%3*5%
1$,. %8&6 1'6,2( 36>+'362 %/ 5/)4,6%6 ./+3 (6*35&

"1 &6 6:6$% :'6=63 2'(4,*.( %&6 6:63%( %&*% 4,+$< 363'6:6( %/
)*%5& ./+3 (6*35& %0( ,/5*%62 ;6,/= %&6 %')6,'$6 . 261%+,% %&6 6:6$%( *36
2'(4,%.62 *(* (Y- ;+% .J+ 5*¢ *,(/ 5&/I(6 %/ '6 = %&6) *( * %*,6 &6$
1+ (6,65% %&6 6:6$% %*:,6 :'6=- /+ =',, I$,. (66 %&6 | '$ /+3
%*,6 &6%$ ./+036 36*2.- 43/5662 %/ %&6 $6@% %/%B (%*3% (6*35&'$8 *$2
1'$2 [+% =&*%0( +4 *% %&6 1,/=63 (&/4
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9 ' %) ' %) *-

&'( %/4'5 =* <( [+ %&3/+8& ()4,6 (6*35&6( +('$8  %&6 6*35& '$%631*56 1 ./+036
$/% 1*)',*3 ='%8& %&6 (6*35& '$%631*56- 8/ *5< YW&E 6*35& *44,'5+%'[$ Y%+%6/3™,
:61/36 43/5662'$8

63 0 6#

'63.9%&'$8 'S 4,+4$< '( (6*35&*,6 [+ 2/1$0% &6 %/ ;6 1%),*3 ='%& %&6
'$1/3)*%'/$ '$ /1+3 2*%* ;65*+(6 (6*35&'$8 'S 4,+$ < '( 136691/3) *$2 *( ()4,6 *(
%.4'$8 <6.=/32( '$%/ %&6 (6*35& *3 *$2 &'%%'$8 = D/3 5,5<'$8 %&*% 8366%
*33/= *0% 96&6 6$2 /1 %&6 (6*35& ;*3E

$ %&6 4367 /+( %/4'5- [+ 3*$ * (6*35& 13/) %&6 + ))*3. 2%(&:/*32 ;. 5,5<'$8 /$

%&6 (/+356 %.46 D(.(,/8E (6 %&*% (*)6 (6*35& %/42 %&'( 3656$% *556(( &'(%/3.

46 %86  *2236(( '$%/ %&6 (6*358& ;*37? (/+356%.48) (.(,/8] '4 *2236((
(.J+ %.46 '$%/ %&6 (6*35& *3- 4,+$<0( (6*35& *( ((%*$% '( 146$62

App - | Manager | Jobs | Logout

@ Help | About
Search | Actions ~

sourcetype="syslog" 283.195‘188.5\ Alltime: - n

"% = §2,752 matching events | 62752 scanned events

@ @ © @ @ rddtodashboard [ Save seard h il Build report
~ Timefine: @) zoomin @@ zoom oul t Scale: E linear = log 1 bar =1 day
3,500 3,500
LT . I-

‘Wed Jun 15 Wed Jun 2% Wed Jul13 Wed Jul 27
2011
18 fields | Pick fields Bl 262,752 events over all ime
N | Field discovery B= = [z 3 ¢ 5 6 7 &8 9 10 nets | Optons. Results perpage | 10 [
Selected fields (3)
host (1) 813

3 Aug 3 15:17:38 283.195.188.5 Aug 3 15:17:28 SyslogAlertForwarder: Attack ARP: MAC Address Flip-Flop (Low)
source (1) 3:17:30.000 PM host=203.195.100.5 - | sourcetype=syslog - | source=udp:514 -
1y

sourcetype (1)

a3 Aug 3 15:17:38 283.195.188.5 Aug 3 15:17:28 SyslogAlertForwarder: Attack ARP: MAC Address Flip-Flop (Low)
3:17:30.000 PM host=203.195.100.5 - | sourcetype=syslog - | source=udp:514 -
Other interesting fields (7}
index (1) 8311 Aug 3 15:17:38 2083.195.188.5 Aug 3 15:17:28 SyslogAlertForwarder: Attack ARP: MAC Address Flip-Flop (Low)

3.;.?-20 000 PM host=203.195.100.5 ~ | sourcetype=syslog - | source=udp:514 ~
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Summary

Search Actions =

sourcetype="syslog" 263.195.188.5 All time

turn off auto-open &
Consider using CIDR support in the search operator (g.g., "host=10.0.0.1/16")

zarch | help | more» my command history | more » ishboard [ Save

Retrieves events from index{es} and fiter them using keywords or key/value expressions.
. Level="INFO" Component="Metrics” group="per_host_thrupuf

K Keep only search results that have the specified "src” or "dst” values.
src="18.9,165.*" OR dst="18.9.165.3" 114" www

og_Level="INFO" Component="Neirics™ group="per_host_thruput

Search for events with either codes 10 or 29, and a host that izn't "localhost” and an xgp that is S e e
g series="VS-Ozotspa-2
greater than 5
(code=18 CR code=29) host!="localhost" xgp>5 5un Jul 24
Search for events with "404” and from host "webserveri” "
424 host="webserverl” ==
T PErE P S T I ST RIS
L = |
[ on | | Field discovery B = Bl 2 3 4 5 6 7 8 9 10 nexts Options Res
Selected fields (3)
) 213 Aug 3 15:17:3@ 283.195.1€8.5 Aug 3 15:17:28 SyslogAlertForwarder: Attack ARP: MAC Address Flip-Flop (Low)
A F17:30 51=203.185100.5 ~ | = etype=syslog = | source=udp:514 ~
source (1
sourcetype (1) Aug 3 15:17:38 283.195.180.5 Aug 3 15:17:28 SyslogAlertforwarder: Attack ARP: MAC Address Flip-Flop (Low)

0et=203.195.100.5 ‘= | s0 type=syelog ~ | = z=udp:514 -
Other interestinn fields (7Y

6*35& *(((%*$% (&/=( ./+ %.46%&6*2- I3 5/$%6@%+*)*%5&6( *$2 5/)4,6%'/$( 1/3
6*58& <6.=/32 *( I+ %.46 ‘% '$%/ %&6 (6*35& *3 &6(6 5/$%6@%+*, )*%5&6( *36
*(62 /$ =&*%0( '$ /+3 2*%* &6 6$%3'6( +$263 2 / 2 +A2%0/66 *( [+
5/$%'$+6 %/ %.46 ;65*+(6 %&6 4/((';,6 5/)4,6%'I$( 1/3 ./+3 %63) 5&*$86( *( =6,,

6*35& *(((%*$% *,(/ 2'(4,*.( %&6 $+):63 /1 }*%5&6 ( 1/3 %&6 (6*35& %63) &
$+):63 8:6( ./[+ *$ '26* /1 &= )*$. (6*35& 36(+,%( 4,4+$< =, 36%+3$ 1 * %63)
13 483%(6 2/6($0% 6@’ (% '$ ./+3 2*%6*- .+ =/$0% (666 ,' (%62 '$ (6*35& *(('(%*$%

6 / !

"3 $/=- '8$/36 6:63.%&'$8 /$ %&6 3'8&% 4*$6, $6@Y %&6 5/$%6@%+*, &6,4 6435&
*(('(%*$% &*( )/36 +(6( /$56 [+ (%*3% ,6*3$'$8 %&6(6*35& ,*$8+*86- *( ./+0,, (66
663 $2-'1 ./+ 2/$0% =*$% (6*35& *(((%*$% YB$- 5,5< G%+3%$ /11 *+%6/9/46$G 1$2
5,/(6 %86 ='$2/= +('$8 %&6 8366$ *33/= ;6,/= %&6 (6*35& ;*3
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$ 1 ./+2280% *,36*2.- 3+$ %&6 (6*35& 1/3 %&6 236(( 36(( < = %
36%3'6:6( %&6 *556(( &'(%/3. 1/3 ./+3 2*%* (6*35&

*5& 906 J+ 3+$ * (6*35&- 4,+$< &'8&,'88%( 'S %&b (6*35& 36(+,%( =&*% ./+ %.462
'$%/ %&6 (6*35& :*3

4 <) %&3/+8& %&6 (6*35& 36(+,%( /+ (&/+,2 365/8$76 =/32( *$2 4&3*(6(
'$ %&6 6:6$%( %&*% 36,*%6 %/ %&6 2*%*
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B %(- * e

&'( %/4'5 *((+)6( %8&*% .[+036 1*)',*3 ='%& 3+$$'$8 *2 &/5 (6*35&6( *$2 +('$8 %&6
%6,$6 1 ./+036 $/% (+36- 36:'6= %&6 436:/+( M5( /$ (6*35&'S8 *$2 +('$8 %&6
%6,'$6

&'( %I4'5 (&1=( J+ &/= %l $*33/= %&6 (5/46 /1 J+ 3 '$:6(%'8*%"6 (6*35&'$8 /:63
*$. 4%(% %')6 3*$86 1 .J+ &*:6 (/)6 <$/=,6286 *:/ +06 =&6$ *$ 6:6$% /55+3362-
+(6 '% %/ %*386% ./+3 (6*35& %/ %&*% %')6 463 /2*(F663 36(+,%(

314 2/=$ %&6 %")6 3*$86 4'5<63 *$2 5&*$86 %&6 %6 3*$86 %/ C
& 6

+069/19%&6 ;/@- 4,+$< (6*35&6( *53/(( *,, /1 J+3 2*%*C %&*% '(- %&6 261*+ % %')6
3*$86 1/3 * (6*35& '(*53/(( G ,, %)6G 1 .+ &% 6* /% /1 2*06*- (6*35&'$8 /$ %&
%6 3*$86 =&6%$ ./+036 '$:6(%'8*%'$8 *$ 6:65% %&FIH+3362  )'$+%6( *8/- *(%

$'88%:- /3 %&6 436:'/+( =66< A+(% )6*$( %&*% 4,+8%, %*<6 * /$8 %")6 %/ 36%3'6:f
%86 36(+,%( %&*% [+ =*$% %/ (66

)

6,65%'$8 * %')6 3*$86 13/) %&'( ,'(% *+%/)*%'5*,, 3+$( %&6 (6*35& 1/3 J+ 1 '%
2/6($0%- A+(% &%
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4,+$<* (] 431:26( 14%'1$( 1/3 +(63( %/ 261'$6 * 5+(%/) % ')6 3*$86 %/ (6*35& /3
(6,65% %/ (6*35& * 5/$%'$+/+( (%36*) /1 '$5/)'$8 6: 6$%(
) 2 6$*;,6( (6*35&'$8 1/3=*32 '$ %')6 *8*$(% * 5/$%'$+ /+( (%36%)
/1,6 '$5/)'$8 6:65% 2*0%6* B65*+(6 %&6 (*)4,6 2% *'(* /$69%)6 +4,/*2-
3+$$'$8 * 36*,9%)6 (6*35& =',, $/% 86 +( *$. 36( +,%( 3'8&% $/= 6 =',,
6@4,/36 %&'(/4%'1$ *%63 6*2 )36 *;/+% 36*,9%8 (6*35&6( *$2 &/= %/
3+$ %&6) '$ G 6*35& *$2 364/3% '$ 36*,9%)6G
2 2 Al4( +4 * $6= ='$2/= *$2 6$*:,6( .J+ %/ 261'$6 ./+3
I=$ %)6 3*$86( *(62 /$ (465'1'5 2*%6(- 36,"%"6 2 *%6(- 36*9%)
='$2/=(- I3 +('$8 %&6 (6*35& ,*$8+*86

4 %I $/=- J+0:6 3+$ ()4,6 (6*35&6( %&*% )*%5&62 %&6 3*= %6@% '$ ./[+3 6:65%(
1+0:6 1$,. (53*%65&62 %&6 (+31*56 /1 =&*% .J+ 5*$ 2'$ 4,+$< &6$ ./+036 36*2.

%/ 43/5662- 8/ I$ %/ %&6 $6@% %I4'5 %/ ,6*3$ *:/HB2( *$2 &/= %/ (6*35& ='%&
1'6,2(
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&'( %/4'5 *((+)6( .1+036 5/)1/3%*:,6 3+$$'$8 (6*35 &6( ='%& 1'6,2( 1 ./+036 $/%- 8/
*5< %6/ %&6 436:'/+( /4’5 *$2 36:'6= &/= %/ /

&'(%/4'5 =* <( [+ %&3/+88 %&6 *('5( /1 (*'$8*  (6*35& *$2 &/= [+ 5* +(6 %&*%
(6*35& *8*'$ *%663

&6 (6*35& .J+ =',, 3+$ 6:63. )/3$'$8 *%&63 %&*S  96.46 '% '$ )*$+*,,. 6:63. 2*.-
I+ 265'26 %/ (*:6 %&'( (6*35&

A23 1  +$%&6 (6*35& 1/3 *,, 633/3((66$ .6(%632*.2

633/3 1%,62 (6:636 D(/+356%.461*556(KLD  (%*%+(1# (%*%-+( ##
(%*%-+(] # EE

,'5< <%/ = */:6 %&6 (6*35& ;*3

$ 6,65%<'" [ = 13/) %&6 23/4 2/=$ ,'(%

&6 *6(6*35& 2™,18;/@ 146%(
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% * )$)+)- * (%62 (6*35& '$5,+26( %&6 (6*35& (% 3'$8 *$2 %&6 %')6 3*$86
*((/5'*%62 ='%8& %&6 (6*35&- *( =6,, *( %&6 $*)6 /1%&6 (6*35&

4 *)6 %&6 (6*35&- 33/3( D 6(%632*E

7 $263 '/ -2/$0%)/2'1. %&6 (6*35& (%3'$8

8 6%:6%&6 2 *('% '(

9 6%6 (6% *('% '(

B ,5< > 4,+$< 5/$1'3)( %&*% ./+3 (6*35& =*( (*:62?

D "$2 /+3 (62 (6*35& '$ %&6 ' | @)3 (%7
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65*+(6 %&6 (*:62 (6*35&0( $*)6 5/$%*'$62 %&6 =/32 G 33/3J- 4,+$< ,'(%( '% '$ %&6

(%62 (6*35& (+:)6%+ 1/3 33/3(

&6 8366$ 2/% $6@% %/ .J+3 (62 (6*35& )6*$( %&*UR60( ,/5*, %/ .J+3 4,+$<
+55/+$%C 3'8&% $/= ./[+ *36 %&6 /$,. /$6 %&*% '( *8&IB'T762 %/ *556(( %&'( (*:62
(6*35& '$56 %&'('( * (6*35& %&*% /%&63( /$ ./+866%) )*. =*$% %/ 3+$- ./+ 5*$ (6%
% *(* 8,/;%, (*:62 (6*358& %&*% %&6. 5*$ *556(( | 2/ %&'(- 36*2 )/36 *;/+% (*:'$8
(6*35&6( *$2 (&*3'$8 (6*35& 36(+,%(

/3
1 J+ =*$% %/ )/2'1. * (6*35& %&*% J+ (*:62- +(6 %&6 | @ )3 )65+
%l (6,659%*8%66 6*3586( M 64/3%( &' %*<6( .+ %&6 4,+$< *$*863 4*86 1/3
* | %&6 (6*35&6( *$2 364/3%( ./[+036 *,,/=62 %/ *556 D'l ./+036 *,,/=62 %/ *556((

%&6)E "3/) &636 [+ 5*$ (6,65% ./+3 (6*35& 13/) %&6 (% &'( %*<6 .+ %/ %&6

(6*35&6( 62'% ='$2/= =&636 ./[+ 5*$ %&6$ 5&*$86 /3 +42*%6 %&6 (6*35& (%3
26(53'4%'/$- %")6 3*$86- *$2 (5&62+,6 /14%'/$(

" /

*'$8 06&6 36(+,%( /1 * (6*35& '( 2'11636$% 13/) (*$8 %&6 (6*35& '%(6,1 /+ 2/ %&'
=&6$ I+ =*$% %/ :6 *;,6 %/ 36:'6= %&6 [+%5/)6 /1 *  4*3%'5+*3 3+$ /1 * (6*35& *%
663 9616 6*2 )/36 *:/+% %&'('$ (*'$8 (6*35&6( *$2 (&*3'$8 (6*35& 36(+,%(

>
$8-

|=- J+ 5*$ (*:6 /+3 (6*35&6( *1%63 ./+ 3+$ %&6) &6$ ./+036 36*2.- 43/5662
%/ %86 $6@% %/4'5 %/ ,6+3$ )/36 =*.( %/ (6*35&
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E ' > 0.
1 ./+036 $/% 1*)','*3 ='%& +('$8 * (+;(6*35&- %&'(%/4'5 =*,<( ./[+ %&3/+8& +('$8 1'6,2
JI<+4(

> - 3!

"6,2 JI<+4( 6$*,6 .1+ %/ 361636$56 1'6,2('$ *$ 6@%63$*, ! 1,6 %&*% )*%5& 1'6,2(
'$ [+3 6:65% 2*06* (‘S8 %&'( )*%58- /+ 5*$ 6$3'5 & ./+3 6:6$% 2*%* ;. *22'$8 )/36
)6*$'$81+, '$1/3)*%'/$ *$2 (6+358*;,6 1'6,2( %/ %&6)

"I3 *$ 6@*)4,6 %&*% (&/=( J+ &I= %/ +(6 1'6,2 JI< +4( %/ *22  (%*%+( 5/26
26(53'4%'/$( %/ ./1+3 =6; *556(( 6:6$% 2*%*- (66 %&+(63 )*$+*, %/4'5

&(1'6,2 2/6($0% 6@'(% '$ ./+3 2*%6*- (/ ./+ $662 %/ +(6 *$ 6@%63$*, 1',6

A23 1 | 43/5662- # /23 ' 1
3 /F :3/" 3> 132

$ %&6 4,+$< $*:'8*%'/$ )6$+(- /$ %&6 +4463 3'8&9B/3$63- 5,5« =

&'(%*<6( .J+ %l 4,+$<N( 6=
$ $263 %33 : # -5,5<< 3=
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&'(%*<6(./+ %/ %&6 C :3 6=

4,*2 %&6 ,/I<+4 1',6
$ %&6 Cc :3 1'6="
$263 5%7%( 113 :3 - 5,'5<<%

%&6 C :3 C :3
1,6( %/ +(6'$ ./+3 261'$'%/$( 1/3 1'6,2 ,//<+4(

(#= & %*<6( .J+ %/
6= =&636 J+ +4,/*2 |

6*:6 %&6 , 33 *( (6%35& &'( %6, 4,+$< %l (*:6 J+3 [I<+4

%*;,6 1',6 '$ %&6 6*35& *44

$263 3 : 3 -;3/=(6 1/3%&6 !'1'

+4,/*2

,6 D43/2+5%K,//<+4 5(:E %/
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$263 , 2 -$%)6 %&61'63 /F :3/"
&'(=",, ;6 %&6 $*)6 ./+ +(6 %/ 36163 %/ %&6 1',6'$ * ,//<+4 261'$'%'/$
B< <'"= &'(+4,/%2( .J+3 JI<+4 1',6 %/ 4,+$< %/ %8&6 6 *35& *44- ;+%
$/= ./+ $662 %/ 261'$6 %&6 %.46 /1 ,//<+4 [+ =*$% %/ (6% +4
6%+3%$ %/ C :3 ;. 5,'5<'$8 %&6 ;36*253+);?
, 03
$ %&6 C :3 '6="?
$263 5%7/%(1/3 :3 -5,'5<<% (#=
&'( %*<6( ./+ %/ %&6 C :3C :3 I'6= =&636 ./+

261'$6 ./+31'6,2 ,//<+4

$ 6*6%&6, 33 (< /=

4 (2 J+3,/I<+4 3 [F :3

7 $263 63 -(6,65%> =

8 %$263 :3 -(6,65%3 /F :3= D%&6 $*)6 /1 ./+3 ,//<+4
%?*;,6E

9 6*6 2 3 *$2 %"/ 3
+$58&65<62

B ,/5< <'"=
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I= 4,+$< <$/=( %&*% 43/2+5%K,//<+4'(* 1',69;*(6 2 ,/<+4
2 %/ )y v

/8 %II,( 43126 * (6% /1 5/$%3/,( %&*% .J+ 5* $ +(6 %/ )*$*86 G'$ 43/56((G
(6*3586( % 2'(4,*.( %&6(6 5/$%3/,( ;6,/= %&6 (6*B& *3 =&',6 * (6*35& '( 3+$$'$8
&6 5/$%3/,('$5,+267

I: D;+6 +%%/$E? 6$2( * (6*35& G%/ %&6 ;*5<83/+$2G
=&',6 ./+ =I3< I$ 1%&63 43/A65%( '$ %&6 1/3683/+$2$2 &*( %&6 (.(%6) $/%'1
J+ =86$ * *5<B3/+$262 (6*358& '( 5/)4,6%6 [+ 5  +(6 %&6 F/:( 4*86 %/
*556(( *5<83/+$262 | G *$2 36:'6= %&6'3 36(+,%(

B 2 D.6,,/= ;+%%/SE? *+(6( * (6*35& '$ 43/836(( (61+ , =&6$
J+036 3+SH'B8 * /$8 (6358 +% =*$% %/ 4+% % &2 ))6$%3,. '5<
) 2 %/ <664 (6*35&'$8 /3> %/ 1'$*,'76 %&6 (6*35& D(66 ;6,/=E

> D8366$ +%%/$E? %/4( * (6*35& ;61/36 '% 5/)4,6%64,+$< =',,
2'(4,%. %&6 36(+,%( %&*% '% &*( 36%3'6:62 +4 U 4686 [+ 5*$ +(6 %&6
1'$*,'762 36(+,%( %/ :+',2 * 3

/ D362 ;+%%/$E? *$56,( (6*35&6( '$ 43/836(( *$2 26%6( *,, 36(+,%(
4,+$< ,'(%( 3656$%,. 5*$56,62 (6*35&6( 'S %&6 F/A*86- ;+%- ;65*+(6 %&6'3
36(+,%( *36 26,6%62- '% 2/6( $/% 43/:26™# ,'$< 1/3 %&6)

? ,'5< %/ 261'$6 *$ *(62 /$ ./+3 (6*35& ,63%( 3+$ (*:62
(6*3586( 'S %&6 *5<83/+$2 D6'%&E3 /$ ¥ 3'$ 2 E &6%
%86 (6*358& 36%+3$( 36(+,%( %&*% )66% * 5/$2'%/B*6 (6% 'S %&6 *,63%
261'$'%'/$- %&6 *,63% '( %3'886362 "/3 )/36 '$1/Dp$- (66 G 36*%6 *$ *,63%G '$
%&'( )*$+*,
% ? '5< %&'( "1 J+02 <6 %/ 86$63*%6 * 2+(&:/*323
*(62 /$ ./+3 (6*35& *$2 *22 '% %/ * $6= /3 6@'(%'$ 8 6*3$)/36
*[+06 2%(&;/*32('$ G 36*%6 *$2 62'% ()4,6 25(&;/*  32(G'$ %&'()*$+*,
R 2 *6( %&6 (6*35&- (/ J+ 5*$ 6*(,. 3+$ %&6 (6*35 & *8*'$
='05&/+% &*'$8 Y%/ 36%.46 %&6 (6*35& (%3'$8 "/36/B1/3)*%'$- (66 G *:6
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